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STEP 2 – End User Enrollment ONLY
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* Completes SAT (Secuirty Awareness Training) online

* Prints 2 copies of the SAT Certificate (1 copy for own records)
* Completes QIMS Application Parts A & B online
* Prints2 copies of forms (1 copy for own records)
* Submits 1 copy to the EUM

* Online Application Regest gets emailed to EUM

End User Manager (EUM)

* Receives Application Request via email
 Collects and reviews Application Parts A & B
* Uses Application Part B to assign User Roles in CROWNWeb
* Approves (or denies) Application Request in QIMS

« Final Online Application Request gets emailed to SO

A

Security Official (SO)

* Receives Final Application Request via email

« Verifies Applicant's identification (current photo ID)
* Approves (or denies) Application Request in QIMS
o Collects & Signs Part A & B, and the SAT Certificate (1 copy in personnel file - keep for 8 years)
* Over-night mail/FedEx the 'original' Part A & SAT Certificate to the QualityNet Help Desk

End User (EU)

* Awaits email notification when QIMS Account is created
* Must re-set Temporary Password within 72 hours of Notification
* Must log-in to QIMS 1nce per month to remain an Active End User





The enrollment process is in stages that MUST be completed one step at a time. If your facility(s) now have an active SO and EUM account you are ready to enroll the remaining people needing access to CROWNWeb. If you only manage one facility then its very simple, but if you oversee multiple facilities it gets a little more complicated, so be sure to read the special note below on Managing Multiple Facilities before starting.
Please be sure to tell your End Users which facility they should enroll under in QIMS, or you will have a mess on your hands. Keep all End User accounts under the one main facility for your ease of use.
This QIMS Quick Start Guide will show you how QIMS enrollment works.

1. Complete print, sign and date two copies of the SAT (Security Awareness Test). This is something all your planned users can do now if they haven’t already done so. It is the most time consuming part of all. While you could watch it jointly in a conference room, that is not a good idea as it will only allow you to put one person’s name on the certificate to print out. So each person must watch it individually.
2. End Users should enroll in QIMS and print, sign and date Part A form (two copies), and circle in Red the QIMS roles and applications. On the Business Info tab, the applicant should select local EUM by name for “Manager”, and your Local SO by name for the “Security Official.  See sample Part A form.
3. Complete Part B form (you can actually type in the form), print two copies, and be sure to select role Facility Editor and scope for all your facilities. See sample Part B form. (If you manage multiple facilities see special note below)
4. The End User application does NOT need notarization on Part A as long as your Local SO can view the photo ID of the applicant. The local EUM will get an email alert as soon as the End User completes the online application. End User should take the signed and printed form to the EUM who will open the account in QIMS and compare for accuracy. (EUM’s and SO’s please refer to the instructions in “Step 3 – How EUM-SO approve users in QIMS.doc”)
5. EUM completes the EUM steps in “Step 3 – How EUM-SO approve users in QIMS.doc”.
6. SO completes the SO steps in “Step 3 – How EUM-SO approve users in QIMS.doc”.
7. SO mails via FedEx, UPS or Certified Mail to the help desk address on the form, the ORIGINAL signed SAT and Part A. Keep the Part B for locally for 7.5 years. You will also need the Part B form to set the CROWNWeb roles and scope once CROWNWeb is turned back on 1/9/2012 (instructions are at the end of the steps in “Step 3 – How EUM-SO approve users in QIMS.doc”.)   End User accounts will be disabled if the helpdesk does not receive the paperwork within 30 days of Activation.
8. When the help desk activates your account, you will get two emails. One email will have your QIMS user ID, and the other a temporary password. (SO’s are the only ones who get two accounts).
9. Log into QIMS at the link provided in the email, and reset your account passwords to something else.

Managing Multiple Facilities

Federal security guidelines require that EACH facility has a Security Official and an End User Manager, and they cannot be the same person. Further, the Networks have been tasked with monitoring dialysis facilities to ensure compliance. The QIMS account only allows you to select ONE facility. However, that is just QIMS. The actual work with patient data is done in CROWNWeb, which is what the Part B form is all about. In Part B (CROWNWeb), anyone, SO, EUM or End User can have scope over one, many, or all of your facilities. I will go into more detail in the instructions for signing up your End Users, but for now, if you want a single person to be EUM over all your units, that person will need to create separate QIMS accounts (Part A) for each facility, but will only need ONE part B form listing all those facilities. This diagram will give you an overview of how that works.
If you have any questions please call:

Jeff Arnall 816-880-1703 or Serena Timko 816-880-1707

