The following shows how SO’s and EUM’s can approve and activate other users in QIMS.
Note: Your facility must have and active SO and EUM before enrolling any other users in QIMS.

As soon as a user has enrolled online and printed their Part A form, an email gets sent to the local EUM saying an account is pending review (see sample email below). [image: image1.png]FEEERSM RE: QIMS User Account Request Pending Approval - Message (HTML) - = x
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Subject: |RE: QIMS User Account Request Pending Approval

[From: QIMSHD@sdps.org [mailto: QIMSHD@sdps.org]
Sent: Thursday, December 29, 2011 10:00 AM

To: Timko, Serena

‘Subject: QIMS User Account Request Pending Approval

NOTE * * * This is a system-generated email. Do Not Reply to this message. * * *
The following user has requested a QIMS account.
Name: Fake User Dummy User

As the selected End User Manager, you are accountable to ensure the new user request is valid and.
access to CMS resources are needed.

The following QIMS User accounts represent possible duplicates in the system. Please review the list to
determine if the requested account is indeed a request for an account where one already exists.
Requests that will result in the creation of a duplicate identity for a user should be rejected.

No Duplicates Found

Please check your inbox in QIMS and take the appropriate action on this request

Thank you,
QualityNet Identity Management System
EID: Add-001

Copyright 2010, Centers for Medicare & Medicaid Services(CMS). All Rights Reserved.

<





The EUM then logs into the QIMS Regular website (not the Admin website) and clicks on “Approvals”
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Place a check mark next to the applicant and then double-click on the applicants name in the “Request” column.
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You will then see a screen similar to the enrollment screen. The applicant should give the forms to the EUM who will compare for accuracy on each tab, particularly the email address. Please review each screen below before clicking on “Approve” (see notes below).
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This last tab requires a few actions from the EUM. First make sure that the “Selected User Roles” matches what is on the Part A form. If the user is just an End User, you should leave the box empty as this is the default role. If the user will be another SO or EUM then make sure that selection is in the right side box.
If everything looks ok, and you have assigned the correct role, then place a check in the box below and click on Approve.
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As soon as you click “Approve” the SO gets the email below telling them that an account is pending activation. Please note that the email has two addresses to mail the forms to. This is an error that will be corrected shortly. Only send forms to the West Des Moines address.
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NOTE * * * This is a system-generated email. Do Not Reply to this message. * * *

completed.
Name: Fake User Dummy User

You are authorized to complete identity proofing activities for the QIMS User and conduct Secuity
Avwareness Training. You must complete those activities before activating the above QIMS User Account
After activating the account and to comply with CMS policy, the account request form authorizing the
account request must be mailed USPS certified with retum receipt to the appropriate Help Desk.

For the CROWNWeb application:
CROWN QIMS Processing NWITS
PO Box 12238

Durham, NC 27709

For all other QualityNet applications
QualityNet Help Desk

1401 50th Street

Suite 200

West Des Moines, IA 50266

Include the QIMS User Account ID for this action with the paperwork sent to the Help Desk

If you have any questions regarding this notification, please contact your Security Official or the appropriate Help Desk for assistance.
QualityNet Help Desk

anetsupport @sdps.org

866-288-8912

For ESRD email support
anetsupport-esrd @sdps.ors

The following user has been added to QIMS. The account is created, but is pending activation until Identity Proofing and Security Awareness Training are





The local SO should log into the QIMS Admin website and click on the Work Items tab, and click on “Approvals”.
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Place a check mark in the box and double-click on the applicant’s name in the “Request” column.[image: image11.png]QualityNet - Windows Internet Explorer
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The applicant appears before the SO with the paperwork and their photo ID. The SO compares the photo ID with the applicant and their paperwork. The SO ensures that the signed SAT certificate is present, and then places a check mark online that they have done this. The SO can then click on “Approve”. The SO signs the paperwork, and mails the original signed Part A and SAT to the help desk to the Iowa address printed on the form’s instruction pages. Note: QIMS User Role will show blank for End User accounts.
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You may need to click the Refresh button to see if there are other users waiting for approval.
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The newly approved user will have the following three emails. The bottom one is informational and happens when the EUM finishes approval, and the top two come at the same time when the SO finishes approval.
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At this point the local SO and EUM have successfully approved and activated a user account, but there is still one step left to do, and that requires access to CROWNWeb to set the new user’s CROWNWeb role and scope from the Part B form.
CROWNWeb is turned off right now, so please refer to this older simulation from Project CROWNWeb http://www.projectcrownweb.org/assets/simulations/roleandscope/    that will show you how to assign facility roles and scope once CROWNWeb is turned back on January 17th. Note: there is a slight possibility that you can do this step on 1/9 when the Networks are validating the data loaded into CROWNWeb. Once you’ve done this last step the user will be ready to go on 1/17. At this point the SO should sign off on the Part B form that it has been entered, and file copies of the Part A, SAT, and the Original Part B. CMS requires facilities to keep these on file for 8 years. 
If the helpdesk does not receive the paperwork within 30 days, the applicant’s account will be disabled.
Definitions:

CROWNWeb Role – is what a user can do in CROWNWeb. A user can have one or more roles. Facilities have three choices:

Facility Viewer – a view only role
Facility Editor – allows the user to add, edit and delete patient data, and I think personnel data.
Facility Administrator – allows the user to set facility defaults for lab values, assign role and scope for other user account tied to that facility, and modify some parts of the Facility Screen such as Facility dba Name, Facility Mailing Address, facility shifts and hours, and some of the non-certified services the unit provides. 

CROWNWeb Scope – is which facilities a user can access in CROWNWeb. A user can have access to one or more facilities.








